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Research on Malware Detection Methods in  
Cloud Security and Their Applications  
Abstract 
With the development of Internet technology and security situation changes, a 
geometric explosion of the number of malware variants is endless. The traditional 
detection methods have not timely and effectively deal with this mass of data, which 
makes the traditional client anti-virus can not adapt to new security requirements. So 
the major security vendors have begun building their own "cloud security ( Cloud 
Security) "program.  
However, in the current mainstream "Cloud security" plan, mass analysis of 
sample data generally is "cloud security" main bottlenecks. Unknown samples of 
massive automatic, rapid, accurate identification, analysis and processing is proposed 
for data mining needs of practical significance, using data mining to establish 
malicious software automatically detects the area of information security intelligence 
system is an important and urgent research.  
To achieve to detect malware fast, automatic and accurate in cloud security, the 
main work and contributions are as follows: 
1. Proposed a new feature selection method: A combination of rough set and 
genetic algorithm based on clustering feature selection methods; 
2. Proposed a fusion method for classification of malware detection model 
construction method: analysis of the different classification methods, and 
proposed a new classification incremental association rules; based on 
different expressions characteristics, different classification methods, 
constructed a number of heterogeneous sub-classifiers; a fusion method 
based on the weight is proposed; 
3. Design and implemente an anti-virus system in cloud security: combined 
with the specific needs of cloud security projects, we research the feature 
selection techniques and model construction method and develope malicious 
software and successfully used to the detection of malware. 
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此，其检测和防范需要多种技术综合应用。    
计算机病毒(Computer Virus)
 [42]
























表 1-1 计算机病毒发展的三个阶段 











































恶意软件的定义沿用 McGraw 等的定义。 
根据制作目的和传播方法的不同，恶意软件通常可以分为以下几类
[7,10,11,46,47]： 





























































目前主要的恶意软件鉴别方法如表 1-3 所示： 
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